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Abstract
Wireless communication is rapidly growing and has a bright future. Despite all it disadvantages,
it offers overwhelming advantages over wired local area networks, which have made it very
popular.
IEEE 802.11 standard has become a very successful wireless local area network standard. Except
/
for its physical characteristic it appears similar to 802.3 Ethernet standard. So it is able to provide
functionality for IEEE 802.11 compliant devices to operate in a peer to peer fashion or integrate
with an existing wired LAN. It also addresses the security and privacy issue as provided by wired
networks. The data rates provided by the standards are 1 Mbps, 2 Mbps, 5.5 Mbps, 11 Mbps and
a maximum rate of 54 Mbps, which is quite competitive compared to its wired counterpart.
This thesis aims at providing an overview of the IEEE 802.11 standard. Chapter 1 discusses a
brief introduction and the factors that affect the architecture of the standard. Different topologies
and components of IEEE 802.11 are discussed in chapter 2. The services provided by the standard
are presented in chapter 3, which also address security, privacy and power management issues.
Media Access Control sublayer and Physical sublayer are discussed in chapters 4 and chapter 5
respectively. Chapter 6 lists some of the frame formats of MAC sublayer and Physical sublayer.
1
1. Introduction
IEEE 802.11 is the first and only Wireless LAN standard that has secured the market so far. This
standard defines the media access control (MAC) and physical (PRY) layers for a LAN with
wireless connectivity. It addresses local area networking where the connected devices
communicate over the air to other devices that are within close proximity to each other. The
standard not only defines the specifications, but also includes wide range of services including:
• Support of synchronous and time bounded (time critical) delivery services;
• Support most market applications;
• Continuity of service within extended areas via a Distributed System, such as Ethernet;
• Accommodation of transmission rates of 1Mbps and 2Mbps (802.11 a and 802.11 b
extensions offer higher data rates than the base standard).;
• Multicast ( including broadcast) services;
• Network management services; and,
• Registration and authentication services.
The target environment of the standard includes:
• Inside buildings such as offices, convention centers, airport gates and lounges, hospitals,
plants and residences; and
• Outdoor areas, such as parkingI'ots,campuses, building complexes, and outdoor plants.
. ~
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1.1 Factors affecting the architecture
Factors affecting the architecture were referred to from chapter 5, [1].
1.1.1 The Impact of media on the design
The physical layers used in IEEE 802.11 are fundamentally different from the wired media. The
IEEE 802.11 PHYs
• Use a medium that has neither absoh,lte nor readily observable boundaries outside of
which stations (STAs) with conformant PHY transceivers are known to be unable to
receive network frames.
• Are unprotected from outside signals.
• Communicate over a medium significantly less reliable than wired PHYs.
• Have dynamic topologies.
• Lack full connectivity i.e. STAs can be "hidden" from each other i.e. two stations having
access to a "central point station" may not be able to hear each other. So they might try to
transmit simultaneously leading to a collision.
• Having time varying and asymmetric propagation properties.
1.1.2 The Impact of handling mobile stations
<;
It is required that the architecture be able to handle mobile as well as portable stations. Mobile
stations access the WLAN while in motion where as portable stations can be moved from
location to location, but used only while they are stationary. STAs that are stationary can appear
to be mobile because of propagation effects. Power is also an important consideration for mobile
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STAs as they are often battery powered. It cannot be presumed that the STA's receiver is always
powered on.
1.1.3 Interaction with other IEEE 802 layers
IEEE 802.11 needs to handle the station mobility within the MAC sublayer for the sake of
compatibility with higher layers (Logical link Control layer), i.e. itneeds to appear like IEEE 802
LAN to higher layers. It has to incorporate functionality, to meet reliability, which is untraditional
to MAC sublayers.
4
Ad hoc
2. WLAN Topologies and components
The IEEE 802.11 architecture (chapter 5 of [1]) consists of several components that interact to
provide a WLAN that supports STA mobility transparently to upper layers.
Variable number of Octets
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802.3 LAN
802.11 PHY 802.11 PHY
Mobile Station ~
~
802.11 MAC
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802.11 MAC 802.3 MAC
802.3 PHY"
(b)
802.3 MAc
802.3 PHY
Figure 2.1 Reference model and terminologies of IEEE 802.11:
(a) Infrastructure network & ad hoc network (b) Implementation of AP
Figure 2.1 (a) illustrates the infrastructure and adhoc topologies that are the two configurations
that IEEE 802.11 considers.
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The basic service area (BSA) is the coverage area of one access point. The basic service set
(BSS) is a group of STAs controlled by one Access point (AP) (Figure 2.1 (b) shows the internal
implementation ). The distribution system (OS) is the fixed infrastructure used to connect a set of
BSS to create an extended service set (ESS). The ovals in the above figure can be thought of as
coverage area within which the members can remain in communication. The above mentioned
mode of operation, where there is at least one AP connected to distribution system is called
infrastructure mode. The BSS and ESS fall under this mode. There is yet another mode of
operation called Ad Hoc mode where the wireless stations communicate directly with each other
and the communication between them is only limited by the range of. communication. This is
called Independent Basic Service Set (IBSS) or Peer to Peer. There is no AP in this mode of
operation.
The association between a STA and a BSS is dynamic i.e. the STA can move from one BSS to
another in a Distributed system service (OSS). IEEE 802.11 logically separates the wireless
medium (WM) from the distribution system medium (OSM), but does not assume or demand that
the multiple logical media be same or different. Figure 2.2 below shows the OSS with APs and
STAs. Oata move between a BSS and the OS via an AP. All APs are also stations, but the
addresses used by AP for communication on the WM and on the OSM are not necessarily same.
The ESS network appears the same to an LLC layer as an lESS network. Within the same ESS
the STAs may communicate and mobile STAs may move from one BSS to another transparently
to LLC.
IEEE 802.11 does not assume anything about the physical locations of the BSSs in figure 2:2 .
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Figure 2.2 Distributed system, Access points and extended service set.
Also shown is the connection to other IEEE 802 LANs through portal.
All of the following are possible:
(a) The BSSs may partially overlap, thus providing contiguous coverage within a physical
volume.
(b) The BSSs could be phystcally disjoint and there is no limit on the distance between BSSs.
(c) They may be physically collocated to provide redundancy.
The IEEE 802.11 standard doesn't constrain the composition of the DS; non IEEE 802.11
components can also be used. For this purpose, the standard define a logical point called a portal,
where exchange of data frames between an integrated non IEEE 802.11 LAN and IEEE 802.11
DS takes place. A portal provides logical interaction between the IEEE 802.11 architecture and
existing wired LAN. A portal can also function as an AP if the DS is implemented from IEEE
802 LAN components. Then the portal acts as a translation bridge.
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3. IEEE 802.11 Services
Sections 3.1 to 3.5 are based on chapter 5 of[1]. IEEE 802.11 provides services that define the
functions to exchange MAC Service Data Units (MSDUs) between two entities on tlJe network.
These services are distributed under two categories-the station service (SS) and the distribution
system service (DSS).
(a) Station service (SS)
The SS include:
• Authentication
• Deauthentication
• Privacy
• MSDU delivery.
(b) Distribution system service (DSS)
These include:
• Association
• Disassociation
• Distribution
• Integration
• Reassociation.
The services are described below.
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3.1 Overview of the services
Six of the nine services specified in the previous section are used to support MSDU delivery
between STAs and the other three are used to control IEEE 802.11 LAN access and
confidentiality. These services are intennixed in order rather than being grouped by category.
Each of the services is supported by one or more MAC frame typ6s like the MAC management
types and the MAC data types. All messages access the WM via the IEEE 802.11 MAC sublayer
medium
3.2 Station Services
3.2.1 Access and confidentiality control services
Since the IEEE 802.11 is a standard for wireless medium, which is an open medium, there must
be services to connect the STAs positively Gust like connecting tenninals physically using wire in
wired LANs) and restricting access to the infonnation on the WM. Two services are required to
provide the functionality equivalent to that which is inherent to wired LAN. Authentication is
used instead of the wired media physical connection. Privacy is use to provide the confidential
aspects of closed wired media.
3.2.1.1 Authentication:
IEEE 802.11 does not advocate any particular authentication process. It supports several
authentication processes and also allows expansion of the supported schemes. IEEE
9
802.11 authentication is just used to bring the wireless link up to the assumed physical
. standards ofa wired link.
Generally two authentication procedures are employed. They are as follows.
Open systems authentication: The station intending to transmit message, sends
an authentication management frame containing its identity, to the station it
wants to communicate with. The receiving station responds by indicating
whether it recognizes the transmitting stations identity.
Shared Key authentication: In this procedure, each station receives a secret
shared authenticating key through a secure channel independent from IEEE
802.11 network. Stations acknowledge this share authentication key. This
procedure requires implementation of wired equivalent privacy (WEP) option.
The authentication process is time consuming depending on the authentication protocol in
use. The authentication service can be invoked independently of the association service.
Preauthentication is a service typically done by a STA while it is already associated with
an AP (with which it was previously authenticated). The standard does not require
preauthentication with APs, but authentication is required before an association can be
established. Preauthentication is especially important in the case of reassociation where
performance of the BSS-transition mobility can be improved.
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3.2.1.2 Deauthentication:
The deauthentication servIce, which is a SS, IS invoked whenever an existing
authentication is to be terminated. Since authentication is necessary for association, the
act of deauthentication will disassociate the parties in association. It is not a request, but a
notification that can not be refused. This service can be invoked by either authenticated
parties (non-AP STA or AP).
3.2.1.3 Privacy:
Any IEEE 802.11 compliant STA that is within the "hearing" range of the STA
transmitting a message is capable of "hearing" the message. This requires privacy service
to be implemented so that it can have security as in wired LANs.
The standard provides the ability to encrypt the contents of message in order to bring the
required level of privacy. IEEE 802.11 specifies an optional privacy algorithm, WEP,
which is designed to satisfy the goal ofwired LAN.
WEP algorithm is used to perform actual encryption of messages. It is to be noted that
Privacy may be invoked only for data frames and some Authentication Management
frames. All STAs start with "in the clear" in order to set up the authentication and privacy
services. If privacy service is not invoked then all the messages are sent unencrypted. If
this is not acceptable to other party, then the messages may not be accepted by it and
discarded without indication to LLC.
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3.3 Distribution System Services
The primary purpose of the MAC sublayer is to transfer MSDUs between MAC sublayer entities.
The association services provide the information required for the distribution service to operate. -
Before a data message can be handled by the distribution service, a STA shall be "associated".
3.3.1 Mobility Types:
Prior to understanding the concept of association, it is necessary to understand the
concept of mobility. The three transition types based on mobility, defined by the standard
are as follows:
(a) No-tramition: In this type, two subclasses that are usually indistinguishable are
identified:
(1) Static--no motion.
(2) Local movement-movement within the PHY range of the communication
STAs [i.e. movement within a BSA].
(b) BSS-trallsitioll: This type is defined as a station movement from one BSS to another
BSS in the same ESS.
(c) ESS-trallsition: This type is defined as STA movement from a BSS in one ESS to a
BSS in another ESS. This case is supported only in the sense that the STA may
move. Maintenance ofupperlayer connections cannot be guaranteed by IEEE 802.11;
in fact disruption of service is likely to occur.
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3.3.2 Association:
I
In order to deliver a me~sage within a DS, it is necessary for the DS to know which AP
the STA is associated to. This information is provided to the DS by the concept of
association. Association is necessary, but not sufficient, to support BSS-transition
mobility. Association is sufficient to support non-transition mobility. The association
service is provided by the DS.
At any given time a STA is associated with only one AP and it is the STA that initiates
the association procedure, not the AP. This act of becoming associated triggers the
association service, which provides the STA to AP mapping to the DS. The DS uses this
information to accomplish its message distribution. The details of association are not
provided by the standard and it is up to the DS to provide this information. A STA learns
what APs are present and then request to establish an association with a suitable AP.
3.3.3 Reassociation:
As mentioned earlier, for the BSS-transition mobility, association service alone is not
sufficient. The additional required functionality is provided by the reassociation service.
Reassociation, which is a DSS, is invoked by the STA, when it is moving from one BSS
to another within the same ESS. It keeps DS informed of the current mapping between
AP and STA and also enables changing association attributes of an established
association while the STA remains associated with the same AP.
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3.3.4 Disassociation:
The disass~ciation service is invoked either by an AP or a non-AP STA, to terminate an
existing association. This is a notification, not a request and so it can not be refused by
either party to the association. APs may need to disassociate STAs to enable the AP to be
removed from a network for service or for other reasons whereas STAs may attempt to
disassociate while they leave a network.
Disassociation is a DSS. No message can be sent via DS to a disassociated STA. MAC
protocol does not depend on STAs invoking disassociation service i.e. it is designed to
accommodate loss of an associated STA.
3.3.5 Distribution:
A station uses the distribution servIce every time it sends MAC frames across a
distribution system. The 802.11 standard does not specify how the distribution system
delivers the data. Tbe distribution service provides the distribution system with only
enough infOlmation to determine the proper destination BSS.
3.3.6 Integration:
The integration service enables the delivery of MAC frames through a portal between a
distribution system and a non-802.11 LAN. The integration function performs al1
required media or address space translations. The details of an integration function
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depend on the distribution system implementation and are beyond the scope of the 802.11
standard.
3.4 Distribution of messages within a DS
Distribution is the primary service used by IEEE 802.11 STAs. Consider the ESS network in
figure 2.2. A data message has to be sent from STA1 to STA4. STA1 sends the message to STA2
(the "input" AP). The AP then hands over the message to the distribution service of the DS. It is
the job of the distribution service to deliver the message within the DS in such a way that it
reaches the appropriate DS destination for the intended recipient. The message reaches STA3 (the
"output" AP) which in tum sends it to STA4 via WM.
IEEE 802.11 does not specify how the message is distributed within the DS. It provides enough
information for the DS to be able to determine the "output" point that corresponds to the desired
recipi~nt. The necessary information is provided by the three association related services-
association, reassociation and disassociation.
In the above example, the AP that invoked the distribution service was different than the AP that
received the distributed message. If the message was intended for a STA within the same BSS
then the "input" and "output" AP would have been the same. In either example the distribution
service was logically invoked. The standard does not specify if the message has to traverse the
physical DSM or not, but it does recognize and support the use of the WM as the DSM. The exact
movement of the message in the DS is a DS implementation matter.
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Integration service is used when the intended recipient is a part of the integrated LAN; the output
AP would be a portal. Messages that are distributed to a portal cause the DS to invoke the
Integration function, which is much like distribution service conceptually. The integration service
takes care of any address translation and media conversion logic required for the data exchange.
The details of the Integration function are dependent on a specific DS implementation and not
specified by the standard.
3.5 Relationships between services
A STA keeps two state variables for each STA with which direct communication via the WM is
needed:
-- Authentication state: The values are unauthenticated and authenticated.
-- Association state: The values are unassociated and associated.
These two variables create three local states for each remote S'rA:
-- State 1: Initial start state, unauthenticated, unassociated.
-- State 2: Authenticated, not associated.
-- State 3: Authenticated and assoCiated.
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Class I
Frames Deauthentication
Notification
Successful
Authentication
Class I & 2
Frames
Successful 1
Authentication
or Reassociation
___---L._
Deauthentication
Notification
Disassociation
Notification
Class 1 & 2
& 3 Frames
State 3:
Authenticated
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Figure 3.t-Relationship between state variables and services
The frame types exchanged between STAs depend on the current existing state. The state of
transmitting STA given by figure 3.1 is with respect to receiving STA. The allowed frame types
are grouped into classes and the classes correspond to the station state. In state 1, only class I
frame is allowed. In state 2, either class 1 or class 2 frames are allowed. In state 3, all frames are
allowed.
The frame classes are defined as follows:
Class I Frames
• Control frames
Request to send (RTS)
Clear to send (CTS)
Acknowledgment (ACK)
Contention-free (CF)
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• Management frames
Probe request/response
Beacon
Authentication
Deauthentication
Announcement traffic indication message (ATIM)
• Data frames
Class 2 Frames
• Management frames
Association request/response
Reassociation request/response
Disassociation
Class 3 Frames
• Data frames
Management frames
Deauthentication
Control frames
Power save poll
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3.6 Roaming Approach, Association and Mobility
The standard is responsible for the association of clients with the AP. The standard includes
mechanisms to allow a client to roam among multiple APs that can be operating on the same or
separate channels. If a connection is weak with the existing AP, then the client looks towards
associating itself with an AP with stronger connection. The roaming station first performs a
scanning function to locate a new AP on the same or different channel. If the station decides that
link to its current AP is poor, the station uses a scanning function to find another AP or uses
information from previous scans.
The specific actions which occur as a user roams from one AP to another is as follows.
• The station sends a re-association request to a new AP.
• If the re-association response is successful, then station has roamed to the new AP
otherwise, the station scans for another AP.
• If AP accepts a re-association request, the AP indicates re-association to the
Distribution System, the DS information is updated, and the old AP is notified
through the DS.
Re-association usually occurs because the wireless station has physically moved away from the
original access point, causing the signal to weaken. In other cases, re-association occurs due to a
change in radio characteristics in the building, or due simply to high network traffic on the
original access point. High network traffic causes re-association which also performs a "load
balancing" function. This process of dynamically associating and re-associating with APs allows
a customer to set up WLANs with very broad coverage by creating a series of overlapping
802.11b cells throughout a building or across a campus.
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3.7 Power Management
Higher rates IEEE 802.11 accommodates for the power conservation to extend battery life of
portable devices. When not transmitting these portable devices go into standby mode where they
use lesser battery power. The standard supports two power-utilization modes, called Continuous
Aware Mode and Power Save Polling Mode. The MAC layer implements power management
functions by putting the radio to sleep (i.e. lowering the power drain) when no transmission
activity occurs for some specific or user-defined time period. Although, a resulting problem is a
sleeping station can miss critical data transmissions. IEEE 802.11 solves this problem by
incorporating buffers to queue messages. The standard calls for sleeping stations to awaken
periodically and retrieve any applicable messages. The client radio will wake up periodically in
time to receive regular beacon signals from the access point. The beacon includes information
regarding which stations have traffic waiting for them, and the client can thus awake upon beacon
notification and receive its data, returning to sleep afterward.
20
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4. MAC Sublayer
The IEEE 802.11 defines two access methods for MAC layer, the Distributed coordination
function (DCF) and the point coordination function (PCF). The DCF is the basic access
mechanism, which is nothing but Carrier Sense Multiple Access with Collision Avoidance
(CSMA/CA). Both the access methods are discussed in detail in the following sections. This
chapter is based on chapter 9 of [1].
4.1 DCF
Carrier Sense Multiple Access with Collision Detection (CSMAlCD) is a well-known protocol in
the industry, known as Ethernet. It works as follows.
A station willing to transmit senses the medium first. If the medium is busy (i.e. if some other
stations is transmitting), the station waits until the medium is free. If the medium is free and there
are more than one station transmitting simultaneously, then the stations detect a collision. The
stations then wait for a random period of time defined by exponential random backoffalgorithm
(explained later), before retransmitting. The basic assumption of the Collision detection
mechanism is that all stations are able to hear other.
In case of wireless medium, it is difficult to implement a collision detection mechanism without
increasing the cost significantly. Sometimes a station may not be in the "hearing" range of the
transmitting station. The transmitter may assume that the medium is free when the medium
around the receiving station is still busy. These problems are overcome using CSMAlCA, where
Collision Avoidance mechanism is used. Here the transmitting station will listen to the medium
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before transmitting. If the medium is busy, then the station defers until the end of current
transmission. After that the station selects a random time determined by random backoff
.-
algorithm and then starts decrementing the backoff counter while the medium is idle until the
counter becomes zero. After the counter becomes zero, the station transmits. This mechanism can
be further improved by introducing short control frames [Request to send (RTS) / Clear to Send
(CTS)]. After determining that the medium is idle and any backoffs or deferral, prior to
transmitting data, the transmitting station sends RTS and transmits the data only after it receives
CTS from the receiving station. This way if there is any collision, the transmitting station will
know quickly about the collision than in the case where a long data frame had been transmitted
and an acknowledgement (ACK) frame had not been detected. This mechanism reduces the
collision of data packets greatly. Another advantage of having RTS/CTS mechanism occurs when
multiple BSSs are utilizing same overlapping channels. The medium reservation works across the
BSA (Basic service Area) boundaries too.
Sometimes if the data frames are too short, then using RTS/CTS can be inefficient. RTS threshold
attribute is defined which tell the station to use RTS/CTS only when the length of the data frame
is greater than the threshold. The threshold can be configured to use RTS/CTS either always,
never or only on frame greater than the specified length.
4.2 Carrier Sense Mechanism
Carrier sense is performed both physically and virtually. When either of the mechanisms indicates
that the medium is busy, then the medium is considered to be busy; else it is considered idle.
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Virtual carrier sensing mechanism is called Network Allocation Vector (NAV). The NAV
maintains the duration information of how long the medium is going to be busy. A station waiting
to transmit data will transmit a short RTS frame which includes source, destination addresses and
the duration of time, the medium is going to be busy because of the following transaction. The
receiver transmits a CTS if the medium is free. CTS frame also includes the same duration
information. Stations other than those involved in the transaction will remain idle and update their
NAV to the duration mentioned in the above mentioned RTS or CTS frame. Thus stations unable
to hear the transmitting station, can know how long the medium is going to be busy, from the
CTS frame. They use this information along with the physical carrier sensing mechanism to sense
the medium. The mechanism for setting the NAV using RTS/CTS in the DCF will be discussed
later.
The Physical carrier sensmg mechanism is different for each PHY specifications (Direct
Sequence Spread Spectrum, Frequency Hopping Spread Spectrum or Infra Red) and is beyond the
scope for explanation in this section.
·4.3 PCF
PCF is a optional access method, which can only be used in infrastructure network. It is
symbolically shown in figure 4.1 that PCF is built on DCF. There is a point coordinator (PC) that
acts as a AP and determines which station has the right to transmit. PC acts as a polling master
which keeps polling for the stations that are ready to transmit. The operation of PCF isn't
mentioned in the standard and it is left to the stations to have an efficient method.
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The PCF uses a virtual carrier-sense mechanism along with access priority mechanism, where the
mechanism gives priority to certain stations over others..It is used to have a contentionjree (CF)
access method. Thus PCF can be used to implement time critical services of voice, video
transmission. All frame transmissions under the PCF may use space between the frames called
Inter-Frame Space (IFS) that is smaller than the IFS for frames transmitted via DCF. The use of a
smaller IFS implies that point-coordinated traffic shall have priority access to the medium over
stations in overlapping BSSs operating under the DCF access method.
Required for contentio
free services PCF
DCF
Used for contention
services and basis for PCF
Figure 4.1: Symbolic representation of PCF implemented over DCF
4.4 Interframe space (IFS)
The time interval between frames is called the IFS. A STA shall determine the medium is idle
through the use of the carrier-sense function for the interval specified. The IFS intervals are
mandatory periods of idle time on the transmission medium. Four different IFSs are defined to
provide priority levels for access to the wireless media: short IFS (SIFS), point coordination
function IFS (PIFS), DCF-IFS (DIFS), and extended IFS (EIFS). Figure 4.2 shows relationships
between different timings.
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Fieure 4.2: Inter-frame spaces
• Short IFS (SIFS)
SIFS is the shortest of the interframe spaces. The SIFS is the time from the end of the last
symbol of the previous frame to the beginning of the first symbol of the preamble of the
subsequent frame as seen by the air interface. Using the smallest gap between transmissions
within the frame exchange sequence prevents other STAs, which are required to wait for the
medium to be idle for a longer gap, from attempting to use the medium, thus giving priority
to completion of the frame exchange sequence in progress.
• peF IFS (PIFS)
,The PIFS shall only be used STAs operating under the PCF to gain priority access to the
medium at the start of CFP. A STA using the PCF shall be allowed to transmit contention
free traffic after its carrier sense mechanism determines that the medium is idle at the PIFS
slot boundary.
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• DCF IFS (DIFS)
The DIFS shall be used by STAs operating under the DCF to transmit data frames (MPDUs)
and management frames (MMPDUs). For the basic access method, when a station senses the
channel is idle, the station waits for DIFS period and samples the channel again. If the
channel is idle, the station transmits an MPDD.
• Extended IFS (EIFS)
The EIFS shall be used by the DCF whenever the PRY (physical layer) has indicated to the
MAC that a frame transmission was begun that did not result in the correct reception of the
complete MAC frame with a correct FCS value. The EIFS is defined to provide enough time
for another STA to acknowledge what was, to this STA, an incorrectly received frame before
this STA commences transmission. Reception of an error-free frame during the EIFS
resynchronizes the STA to the actual busy/idle state of the medium, so the EIFS is terminated
and normalmedium access (DIFS) continues following reception of that frame.
4.5 Random backoff time
Before transmitting if the station finds that the medium is busy, it waits until the medium
becomes idle. It then waits for a DIFS period of time before ent'ering random if the last frame was
detected correctly or waits for EIFS time period if the last frame detected was incorrect. After the
DIFS or EIFS time the station generates random backoff period for additional d~ferral time before
transmitting, unless backoff counter is already set to some nonzero value, in which case the
selection of random number is not needed and not performed.
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A station chooses a random number between from a uniform distribution over the interval
[O,CW], where CW is an integer within the range of values of the PRY characteristics aCWmin:::;
CW :::; aCWmax. This random number is weighed (multiplied) with slot time (It is the time of one
slot arid is a physical layer characteristic) to get the random value. The Contention Window (CW)
will take aCWmin as initial value. The CW will take the next value in the series every time an
unsuccessful attempt to transmit an MPDU, until the CW reaches aCWmax. The CW will reset to
aCWmin after every successful attempt to transmit an MSDU or MMPDD. Once CW reaches
aCWmax it remains there until it is reset. Figure 4.3 shows how the CW increases with each
attempt.
aCWmax 255
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Figure 4.3: Example of exponential increase of CW
4.6 DCF access procedure
The CSMAICA access method is the foundation of the DCF. In general, a STA may transmit a
pending MPDU when it is operating under the DCF access method, either in the absence of a PC,
or in the CP of the PCF access method, when the STA determines that the medium is idle for
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greater than or equal to a DIFS period, or an EIFS period if the immediately preceding medium-
busy event was caused by the detection of a frame that was not received at this STA with a
correct MAC Field Control Sequence value ( It is a field in Mac frame). If, under these
conditions, the medium is determined by the carrier-sense mechanism to be busy when a STA
desires to initiate the initial frame, the random back-off algorithm shall be followed.
4.6.1 Backoff procedure
A station will set its backoff timer to a random number according to the procedure mentioned
above. All backoff slots occur after DIFS time period. During the DIFS period the station checks
if the medium is idle for the duration of DIFS or EIFS in case of incorrect reception of packet. If
there is no activity on the medium then the backoff counter decrements by a slot time. On the
other hand, if the medium is found busy in that time interval, then the backoff counter is not
decremented for that slot. Once the backoff counter reaches zero, the transmission begins.
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Fil!ure 4.4: Backoff Procedure
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4.6.2 CTS Procedure
A station will respond to RTS frame by sending CTS frame, if NAV at the receiving station
shows that the medium is idle. If the NAV shows that the medium is busy, then the station will
not respond to the RTS frame. After transmitting an RTS frame, the transmitting station waits for
a time period called CTSTimeout interval, before which if it doesn't receive any indication from
the receiver, concludes that the transmission has failed. Then the transmitting station invokes
backoff procedure upon the expiration of the CTSTimeout interval. If the station does get aCTS
indication then it waits for the indication to complete. After the indication ends successfully, the
station concludes that the transmission is successful. If any other valid from occurs then the
transmission is considered unsuccessful.
4.6.3 ACK Procedure
An ACK frame is transmitted by a station when it receives a unicast frame of a type that requires
acknowledgment, but not if it receives broadcast or multicast frame of such type. The transmitting
station will wait for ACKTimeout amount of time before it concludes that the data packet hasn't
reached the receiving station. It invokes backoff procedure. If the station receives the indication
before the ACKTimeout interval it waits till the indication is complete and then concludes that
the transmission was successful.
4.6.4 Recovery Procedure and Retransmit Limits
It is the responsibility of the transmitting station to take care of the error recovery. For e.g. CTS
frame may not be returned after transmitting RTS frame because it would have collided with
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some other transmitted frame. So the transmitting station will retransmit the frame and this will
continue for each failing exchange sequence until the transmission becomes successful or until
the retry limit is reached, which ever occurs first. Stations maintain a short retry count and a long
retry count for each frame. After an RTS frame is transmitted and the transmission fails, then the
short retry count is incremented. This process continues until the limit is reached or until the
transmission is successful.
After transmitting a frame that requires acknowledgement, station performs ACK procedure. The
short retry count is incremented every time transmission of MAC frame, of length less than or
equal to RTS threshold, fails. The count is reset if there is a successful transmission of the MAC
frame of length less than or equai to RTS threshold. The long retry count is incremented every
time trans'mission of MAC frame, of length greater than RTS threshold, fails. If the transmission
is successful· then the count is reset.
4.6.5 Setting and Resetting NAV
Stations receiving valid frame shall update their NAV with the information received in the
duration/ID field, but only when the new NAV value is greater than the current NAV value and
"'
when the frame is not addressed to the receiving station. Various other condition may set or reset
NAV.
Figure 4.5 indicates that the NAV for stations that may receive the RTS frame, while some may
receive only CTS frame resulting in lower NAV bar as shown
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Figure 4.5: NAV Setting
4.7 PCF Access Procedure
The PCF provides contention-free frame transfer. The Point Coordinator resides in the AP. The
PCF is required to coexist with the DCF and logically sits on top of the DCF. The CFP repetition
interval is used to determine the frequency at which the PCF occurs. It is an option for a STA to
be able to respond to a contention-free poll (CF-Poll) received from a PC. A STA that is able to
respond to CF-Polls is referred to as being CF-Pollable, and may request to be polled by an active
Pc. CF-Pollable STAs and the PC do not use RTS/CTS in the CFP. When polled by the PC, a
CF-Pollable STA may transmit only one MPDU, which can be to any destination (not just to the
PC), and may "piggyback" the acknowledgement of the frame received from the PC using
particular data frame subtypes for this transmission. If the data fraIJle is not acknowledged, the
CF-Pollable STA shall not retransmit the frame unless the PC polls it again, or it decides to
retransmit during the contention period.
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Within a repetition interval, a portion of the time is allotted to contention-free traffic, and the
remainder is provided for contention-based traffic. A beacon frame initiates the CPP repetition
interval, where the AP transmits the beacon frame when the medium is determined to be idle for
one PIFS period. After the. initial beacon frame, the PC shall wait for at least one SIFS period,
and then transmit one of the following: a data frame, a CF-Poll frame, a Data + CF-Poll frame, or
a CF-End frame. If there is no traffic buffered and no polls to send at the PC, a CF-End frame
shall be transmitted immediately after the initial beacon. At the nominal beginning of each CFP
repetition interval, all stations in the BSS update their NAV to the maximum length of the CFP
(CFP_Max_Duration). During the CFP, the only time the stations are permitted to transmit is in
response to a poll from the PC or for transmission of an ACK a SIFS interval after the receipt of
an MPDU. If the PC receives a Data + CF-Ack frame from a station, the PC can send a Data +
CF-Poll + CF-ACK frame to a different station, where the CF-ACK portion of the frame is used
to acknowledge receipt of the previous data frame. The ability to combine polling and
acknowledgement frames with data frames, transmitted between stations and the PC, has been
designed to improve the efficiency.
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Figure 4.6: PC to Station (STA) transmission
Figure 4.6 illustrates the transmission of frames between the PC and a station, and vice versa. If
the PC fails to receive an ACK for a transmitted data frame, the PC waits a PIFS interval and
continues transmitting to the next station in the polling list. Figure 4.7 illustrates station-to-
station frame transmission during the CFP. The PC may also choose to transmit a frame to a non
CF-Pollable station. After the successful receipt of the frame, the station would wait for a SIFS
interval and reply to the PC with a standard ACK frame.
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The PCF controls the frame transfer during CFP. The CFP shall alternate with a CP, when the
DCF controls frame transfers. Figure 4.8 shows the CFP/CP alternation.
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Figure 4.8: CFP/CP Alternation
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The PC generates CFPs at the contention-free repetition rate, which is defined as a number of
DTIM intervals [DTIM (Delivery Traffic Indication Message) refers to the element contained
beacon frame and each CFP begins with a beacon frame]. The PC controls the length of the CFP,
withthe maximum duration specified by the value of the CFP-MaxDuration parameter in the CF
Parameter set at the PC. If the CFP duration is greater than the beacon interval, the PC shall
transmit beacons at the appropriate times during the CFP. The value of the CFPDurRemaining.
field shall be zero in beacons sent during the CPo Figure 4.9 shows a case where the CFP is two
DTIM intervals, the DTIM interval is three beacon intervals, and the aCFPMaxDuration value is
approximately 2.5 times beacon intervals.
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Figure 4.9: Timing relationship
The PC may terminate any CFP at or before the aCFPMaxDuration, based on available traffic and
the size of the polling list. Because the transmission of any beacon may be delayed due to a
medium busy condition at the nominal beacon transmission time, a CFP may be foreshortened by
the amount of the delay. In the case of a busy medium due to DCF traffic, the beacon shall be
delayed for the time required to complete the current DCF frame exchange.
/\
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5. PRY Layer
The standard defines three Physical layer techniques for wireless LANs: Diffused Infrared (IR),
frequency hopping spread spectrum (FHSS) and direct sequence spread spectrum (DSSS). The IR
technique operates at baseband and the other two techniques operate at 2.4GHz band. In order for
wireless devices to be interoperable, they have to conform to the same PHY standard. All three
techniques specify support for I Mbps and 2 Mbps data rates. The three techniques are discussed
briefly below.
5.1 Diffused IR
'It working is based on the bouncing of light from the walls and ceilings to provide connectivity in
a small room or office. That is why it is described as both indirect and non-line-of sight. The
location of the receiver can be changed without affecting the reception in the given range of
communication.
[2] The primary difference between infrared and radio wireless LANs is the frequency of the
transmitted signal. 802.IIa and 802.1Ib operate in the 2.4 and 5GHz bands respectively, but
infrared systems use frequencies in the terahertz range. Usually IR provides a radius of25 to 35
feet and a speed of I to 2 Mbps.
Each client station (e.g., laptop or PC) is equipped with an infrared transducer that can both
transmit and receive light signals. The transducer diffuses the light, which makes the signal
available from anywhere within a typical room.
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The primary advantage of Diffused IR transmission is that it provides high security simply
because of the reason that it operates at high frequency and it stays within the room or office. It is
physically impossible for an unauthorized client to eavesdrop on such a system. Also there is no
interference from the RF signals. One main disadvantage of this system is its limited range which
can be attributed to its lesser usage compared to its peers, FHSS and DSSS.
5.2 Spread Spectrum Transmissions
[3] Spread spectrum involves transmitting signals of wider bandwidth than bandwidth of the
message itself. The bandwidth of the transmitted signal is determined by the message to be
transmitted and an additional signal, called the spreading code. In this procedure a digital signal is
taken and expanded or spread so as to make it appear more like random background noise rather
than a data signal transmission. Coding takes place either by using frequency shift keying (FSK)
or phase shift keying (PSK). Both methods increase the size of the data signal as well as the
bandwidth.
As the signal in the spread spectrum techniques is spread over wide bandwidth, the power density
of the signal is low. This makes the signal not to interfere much with other signals in the same
bandwidth and also provides security as it is difficult for the intruders to detect a signal that is
spread over a wide bandwidth. Another advantage of spread spectrum technique is the
redundancy that it provides. Because the signal is spread over wide range of frequencies, even if
there is interference in some particular frequency or frequencies, the signal can be recovered
easily.
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There are two main types of spread spectrum techniques used in IEEE 802.11: Frequency
Hopping Spread Spectrum (FHSS) and Direct Sequence Spread Spectrum (DSSS) Both
techniques are good for delivering rates of 1 Mbps or 2 Mbps. However, only DSSS is suitable
when higher rates are needed.
5.3 FHSS
In this technique the data is transmitted over a set of channels where every channel is selected to
be transmitted over for a brief period of time, in accordance to a pseudo random hopping
sequence. This sequence is also used to recover the data at the receiver side. This makes the
bandwidth appear wide and the transmission is less susceptible to interference.
Hopping in IEEE 802.11 is done over at least 79 channels and it is required that the channels
must be visited at least once in every 30 seconds. The minimum hop rate in US is 2.5 hops/sec.
The center frequencies range from 2.402-2.480 GHz with 1MHz spacing. The IEEE 802.11 also
specifies three patterns of 26 channels each summing to 78 hop sequences that can be used where
minimum frequency separation between sequential hop is 6 MHz. See figure 5.1.
~
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Figure 5.1 Three frequency groups for FHSS
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5.4 DSSS.
In DSSS technique, first the Pseudo-Noise (PN) code or chipping sequence is modulated onto the
information signal using one of the modulation techniques differential binary phase shift keying
(DBPSK) or differential quadratufe phase shift keying (DQPSK). Then RF signal is multiplied
with the PN modulated signal using a mixer. This process causes the RF signal to be replaced
with a very wide bandwidth signal with the spectral equivalent of a noise signal. The
demodulation is done by simply multiplying the incoming RF signal with the same PN code. The
PN code used is called barker code which is an II-bit sequence (10110111000).
The DS signaling technique divides the 2.4 GHz band into 14 twenty-two MHz channels, of
which 11 adjacent channels overlap partially and the remaining three do not overlap. Data is sent
across one of these 22 MHz channels without hopping to other channels, causing pseudo-noise on
the given channel. To reduce the number of re-transmissions and noise, chipping is used to
convert each bit of user data into a series of redundant bit patterns called "chips." The inherent
redundancy of each chip, combined with spreading the signal across the 22 MHz channel,
provides the error checking and correction functionality to recover the data.
The PHY of the DSSS offering rates of 1 Mbits/s and 2 Mbits/s was first proposed and the
Physical layer was just know as PHY then. Since the inclusion of higher data rates in the
standard, the PHY layer is hereinafter known as High Rate PHY for the 2.4 GHz band when
referring to data rates like 2 MHz and higher. The DSSS system provides WLAN payload data
rates of 1 Mbits/s (Mbps), 2 Mbps, 5.5 Mbps and 11 Mbps. The DSSS system uses baseband
modulations of DBPSK and DQPSK to provide the 1 Mbps and 2 Mbps data rates, respectively.
To provide higher rates, 8-chip complementary code keying (CCK) is employed as the
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modulation scheme. The chipping rate is 11 MHz for all the rates, thus providing the same
occupied bandwidth. High Rate DSSS (HRlDSSS) has the same PLCCP preamble and header as
the DSSS PHY, so both can coexist in the same BSS and can use the rate switching mechanism as
provided.
5.5 Sub-layers in the PHY Layer
The PHY layer is divided into two sub-layers, called the Physical Layer Convergence Protocol
(PLCP) sub-layer and the Physical Medium Dependent (PMD) sub-layer. PMD defines thej'-.
characteristics of, and method of transmitting and receiving data through, a wireless medium
between two or more stations. The PLCP presents a common interface for higher-level drivers to
write to, and it provides carrier sense and CCA (Clear Channel Assessment), which is the signal
the MAC layer needs to determine whether the medium is currently in use.
PLCP sublayer ofFHSS is described along with several other frame formats in chapter 6.
5.6 IEEE 802.lIb
This is an improvement over IEEE 802.11, which provides data rates of 5.5 Mbps and 11 Mbps
along with 1 Mbps and 2 Mbps. It is popularly called "High rate" WLAN or "Wi-Fi" a short form
for wireless fidelity. IEEE 802.11b uses CCK with QPSK modulation and DSSS technology to
provide 5.5 Mbps and 11 Mbps. IEEE 802.11b defines dynamic rate shifting, allowing data rates
to be automatically adjusted for noisy conditions. This allows it to switch to lower data rates if the
condition for transmitting data is noisy, and will move to higher data rates once the condition
improves.
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[2] The 5.5 Mbps rate uses CCK to encode 4 bits per carrier, while the 11 Mbps rate encodes 8
bits per carrier. Both speeds use QPSK as the modulation technique and signal at 1.375 MSps.
Table 5.1 provides the data rate specifications for IEEE 802.11b.
Data Rate Code Length Modulation Symbol Rate Bits/Symbol
1 Mbps 11 (Barker Sequence) BPSK 1 MSps 1
2 Mbps 11 (Barker Sequence) QPSK 1 MSps 2
5.5 Mbps '8 (CCK) QPSK 1.375 MSps 4
11 Mbps 8 (CCK) QPSK 1.375 MSps 8
Table 5.1: IEEE 802.11b Data Rate Specifications
5.7 IEEE S02.tta
It is an extension to 802.11 that applies to wireless LANs and provides up to 54 Mbps in the
5GHz band. 802.11a uses an orthogonal frequency division (OFDM) multiplexing encoding
scheme rather than FHSS or DSSS. This standard is also referred as "High Speed Physical Layer"
or "OFDM PHY".
OFDM works by splitting the radio signal into multiple smaller sub-signals that are then
transmitted simultaneously at different frequencies to the receiver. It splits data across 48 .
different sub-carriers to provide data rates of 6, 9, 12, 18, 24, 36, 48, or 54Mbps of which 6, 12,
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and 24Mbps are mandatory for all products. Phase shift keying (PSK) or Quadrature Amplitude
Modulation (QAM) is used to modulate digital signal depending on the data rate that is required.
The operating frequencies of 802.11a in the U.S. fall into the national information structure (U-
NIl) bands: 5.15-5.25GHz, 5.25-535GHz, and 5.725-5.825GHz. Within this spectrum, there are
twelve, 20MHz channels, and each band has different output power limits.
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6. IEEE 802.11 Frame Formats
Frame formats of MAC, FHSS PLCP and some other frame are discussed in this chapter (chapter
7 and chapter 14 of [1] ).
6.1 MAC Frame Format
Each frame consists of the following components:
a) A MAC header, which comprises frame control, duration, address, and sequence control
information;
b) A variable lengthframe body, which contains information specific to the frame type;
c) A frame check sequence (FCS), which contains an IEEE 32-bit cyclic redundancy code
(CRC).
The convention is to describe the MAC protocol data units (MPDUs) or frames in the MAC
sublayers as a sequence of fields in specific order. The figures of the frames depicting the
fields/subfields enter the PLCP from left to right. The frames are numbered in terms of
bits/octets.
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Octets 2 2 6 6 6 2 6 0-2312 4
Frame Duration/ Sequence Frame
Address1 . Address2 Address3 Address4 FCS
Control ID Control Body
\
BO B1B2 B3B4 B7 B8 B9 B10 Bll B12 B13 B14 B15
Protocol To From More Pwr More
Type Subtype Retry WEP Order
Version DS DS Frag Mgt Date
Bits: 2 2 4
Figure 6.1 (b) Frame control field
6.1.1 Frame Control Field Details:
.0 Protocol Control Version: The value is zero for this standard. The other values are
allotted if fundamentally incompatible protocol exists.
• Types: Specifies the type of the frame: control, management or data.-
• Subtypes: Specifies the subtype of the frame. Table I shows the combination of types and
subtypes to obtain different frames.
• To DS: All data frames destined to DS will have this bit set to 1.
• From DS: This bit is set to 1 for the data frames exiting the DS
• More Fragments: This bit is set to 1 in all data/management type frames if more
fragments are to follow.
• Retry: This bit is set to 1 if the current frame is a retransmission of an earlier frame. It is
used to eliminate duplicate frames at the receiving STA.
44
• Power Management: A value 1 indicates that the STA is in power save-mode and value 0
indicates active mode.
• More Data:. When set to 1 indicates STA in power-save mode that more data/management
frames, which are buffered, are to follow.
• WEP: It is set to one if the Frame body field is encrypted with WEP algorithm.
• Order: Set to 1 in any data type that contains MSDU, which is transmitted using Strictly
Ordered service class.
6.1.2 Duration/ID
In control type frames of subtype power-save, this field carries association identity (AID). In
other-frames it carries the duration value as defined for each frame type. For frames transmitted
during the Contention-Free Period (CFP), the duration is set to the value 32768.
6.1.3 Addresses
There are four address fields in the MAC format. The address can be basic service set Identifier
(BSSID), Destination Address (DA), Source Address (SA), Receiver Address (RA) and
Transmitter Address (TA). MAC sublayer address is of the type individual address or groups
address type (Multicast-group address or Broadcast address).
• BSSID: This address identifies each BSS uniquely
• SA: This field contains the address of the MAC entity from where the MSDU originated.
• DA: This field contains an address of the MAC entity/entities intended as final recipients
of the data.
• RA: This address field indicates the immediate recipient STA.
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• TA: This field indicates the STA that transmitted onto WM.
6.1.4 Sequence Control
This field consists of two subfields, fragment number (4bits) followed by the sequence number
(12bits), in that order. Sequence number indicates the sequence number of an MSDU or
MMPDU. It is incremented by 1 for each MSDU or MMPDU. Each fragment of an MSDU or
MMPDU contains the assigned sequence number. Fragment number indicates the number of each
fragment of MSDU or MMPDU and is set to zero in the first and only fragment of MSDU or
MMPDD. It is incremented by 1 for each successive fragment ofthat MSDU or MMPDD.
6.1.5 Frame Body
It contains MSDU or a fragment of it. The minimum length is zero octet. The maximum length is
2312 octets.
6.1.6 FCS
Frame check sequence is a 32-bit cyclic redundancy check.
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Types value Type Subtype value
Subtype description
b3 b2 Description b7 b6 b5 b4
00 Management 0000 Association request
00 Management 0001 Association response
00 Management 0010 Reassociation request
00 Management 0011 Reassociation response
00 Management 0100 Probe request
00 Management 0101 Probe response
00 Management 0110-0111 Reserved
00 Management 1000 Beacon
00 Management 1001 Announcement Traffic Indication message
00 Management 1010 Disassociation
00 Management 1011 Authentication
00 Management 1100 Deauthentication
00 Management 1101-1111 Reserved
01 Control 0000-1001 Reserved
01 Control 1010 Power Save (PS)-Poll
01 Control 1011 Request To Send
01 Control 1100 Clear To sr (CTS)
01 Control 1101 Acknowledgement (ACK)
01 Control 1110 Contention-Free (CF)-End
01 Control 1111 CF-End + CF-ACK
10 Data 0000 Data
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10 Data 0001 Data + CF-Ack
10 Data 0010 Data + CF-Poll
10 Data 0011 Data + CF-Ack + CF-Poll
10 Data 0100 Null functtJno data)
10 Data 0101 CF-Ack (no data)
10 Data 0110 CF-Poll (no data)
10 Data 0111 CF-Ack + CF-Poll (no data)
10 Data 1000-1111 Reserved
11 Reserved 0000-1111 Reserved
Table 6.1 Valid type and Subtype Combinations
6.2 Some of the other Frame formats
6.2.1 Request to send (RTS) Frame format
Octets: 2 2 6 6 4
Frame
Duration RA TA FCS
Control
Figure 6.2 RTS frame
The RA field contains the address of the STA that is the intended immediate recipient of the
pending data or management frame. TA is the address of the transmitting STA. Duration is the
value of the time, in microseconds, required to transmit the pending data or management frame,
plus one CTS, plus one ACK frame, plus three SIFS intervals.
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6.2.2 Clear to send (CTS) Frame format
Octets: 2 2 6 6 4
Frame
Duration RA TA FCS
Control
Figure 6.3 CTS frame
The RA ofCTS frame is copied from the TA of the RTS frame to which the STA is responding.
The duration value is obtained from the duration value of the immediately previous RTS frame,
minus the time, in microseconds, required to transmit the CTS and its SIFS.
6.2.3 Acknowledgement (ACK) Frame format
'v
,.--
Octets: 2 2 6 4
Frame
Duration RA FCS
Control
Figure 6.4 ACK frame
The RA of the ACK frame is copied from the Address 2 of the immediately previous directed
data, management, or PS-Poll control frame.
If the 'More Fragments' bit (refer to figure 6.l(b)) was set to '0' in the Frame Control field of the
immediately previous frame, then the duration value is set to '0'. If 'More Fragments' bit is '1',
the duration value is calculated as duration value in the previous frame, minus the time, in
microseconds, required to transmit the ACK frame and its SIFS.
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.6.2.4 Data Frames
Octets 2 2 6 6 6 2 6 0-2312 4
Frame Duration/ Sequence Frame
Address1 Address2 Address3 Address4 FCS
Control ID Control Body
MAC Header Figure 6.5-- Data Frame
The content of the address fields of the data frame is dependent upon the values of the To DS and
From DS bits and is·define in Table 2.
ToDS
o
o
FromDS
o
o
Address 1
DA
DA
BSSID
RA
Address 2
SA
BSSID
SA
TA
Address 3
BSSID
SA
DA
DA
Address 4
N/A
N/A
N/A
SA
Table 6.2 Address field contents
Within all data types sent during CFP, the duration field is set to 32768. Within all data frames
sent during contention period, the duration is set according to the following rules:
For a group address in Address 1, the value is set to '0'.
If the 'More Fragments' bit is set to 0 in the Frame Control field and the Address 1 field
contains individual address, the duration value is set to time, in microseconds, required to
transmit one ACK frame, plus one SIFS interval.
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If the 'More Fragments' bit is set to '1' in the Frame Control field and Address I contains
individual address, then the duratiop is the time, in microseconds, required to transmit
next fragment of this data frame, plus two ACK frames, plus three SIFS intervals.'
6.3 PLCP frame format
Gettipg to transmit packets synchronously from transmitter to receiver over wireless channel is
difficult. So there must be provision to transfer the packets asynchronously. The PLCP Protocol
data unit (PPDU) frame format provides for the asynchronous transfer of MAC sublayer MPDUs
within the BSS.
PLCP Preamble PLCP Header
Sync IStart Frame Whitened dataPLWIPSF I Header ErrorDelimiter Check
80 bits 16 bits 12 bits 4 bits 16 bits Variable number of Octets
Figure 6.6 PLCP frame format
PPDU contains three parts: a PLCP Preamble, a PLCP Header, and a PSDU. The PLCP Preamble
provides time period for several receiver functions. The PLCP Header is used to specify the
length of the whitened PSDU field and support any PLCP management information. The PPDU
contains the PLCP Preamble, the PLCP Header and the PSDU modified by the PPDU data
whitener.
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6.3.1 PLCP Preamble
The PLCP preamble contains two subfields: the preamble synchronization (SYNC) field and
the Start Frame Delimiter (SFD), to allow the PHY circuitry to reach steady-state
demodulation and synchronization of bit clock and frame start.
• Preamble SYNC field is an 80 bit field containing an alternating zero-one pattern,
transmitted starting with zero and ending with one, to be used by the PHY sublayer to
detect a potentially receivable signal, select an antenna in case of multiple transmit
antennas (diversity) is utilized, and reach steady-state frequency offset correction and
synchronization with the received packet timing.
• SFD consists of the 16 bit binary pattern 0000 1100 1011 1101 (leftmost bit is transmitted
first). The SFD follows immediately after the sync pattern It is used to define frame timing
and mark the start of every frame.
6.3.2 PLCP Header field
The PLCP Header field contains a 12 bit PSDU Length Word (PLW), a 4 bit PLCP Signaling
field (PSF) and a 16 bit PLCP Header Error Check (HEC) field.
• PLW can have value from one to 4095 octets and it is transmitted lsb first and msb last.
The 4 bit PSF is defined in the table 1. It is transmitted bit 0 first.
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• PSF: The 4 bit PSF is defined in the table 6.3. The PSF is transmitted bit 0 first and bit 3
last.
Bit Parameter name Parameter values Description
0 Reserved Default Reserved
1:3 PLCP BITRATE Bit! bit 2 bit3 = Data Rate This indicates that the data
0 0 0 = 1.0 Mbps rate of the whitened data
0 0 1 = 1.5 Mbps from 1- 4.5 Mbits/sec.
0 1 0 = 2.0 Mbps
0 1 1 r= 2.5 Mbps
1 0 0 = 3.0 Mbps
1 0 1 = 3.5 Mbps
1 1 0 = 4.0Mbps
1 1 1 '= 4.5 Mbps
Table 6.3 PLCP Signaling field
• The HEC field is a 16 bit error detection field.
6.3.3 Whitened data
The data to be transmitted is whitened by a data whitener. PLCP data whitener is used to
randomize the data, minimize the data dc bias and maximize the run lengths. Data octets are
placed in the transmitter to transmit Isb first and msb last.
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Future scope
One of the developments in IEEE 802.11 wireless standard is IEEE 802.11g, which is a 54 Mbps
extension to IEEE 802.11b wireless LAN and it is backward-compatible with 802.11b. This
standard will provide data-rate parity at 2.4 GRz with IEEE 802.11 a standard. It also enables
interoperability between legacy IEEE 802.11b devices with the new IEEE 802.11g devices. The
extension will improve the access to fixed-network LANs and inter-network infrastructures and
will also create higher-performing ad-hoc networks. IEEE 802.11g will maintain the spectral
mask and carrier frequencies of the IEEE 802.11b standard.
Summary
In this thesis, specifications of IEEE 802.11 standard were discussed. The infrastructure-based
and peer-to-peer (Adhoc) topologies, were discussed in chapter 2. Chapter 3 discussed the
services provided by the standard. The MAC sublayer specifications, PRY layer and Frame
formats were laid out in chapters 4, 5 and 6 respectively. We saw that IEEE 802.11 is a wireless
counterpart to the Ethernet, which is a standard for local area network. It offers wide possibilities
of using WLANs in day to day life.
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Acronyms
ACK - Acknowledgement.
AID - Association Identity.
AP - Access Point.
ATIM - Announcement traffic Indication Message.
BSA - Basic Service Area.
BSS - Basic Service Set.
BSSID - Basic Service Set Identifier
CCA - Clear Channel Assessment.
CCK - Complementary Code keying.
CF - Contention Free.
CFP - Contention-Free Period.
CRC - cyclic redundancy code.
CW - Contention Window.
CSMA/CD- Carrier Sense Multiple Access with Collision Detection.
CTS - Clear To Send.
DA - Destination Address.
DBPSK -Differential Binary Phase Shift Keying.
DCF - Distributed Coordination Function.
DIFS - Distributed Coordination Function Interframe Space.
DQPSK - Differential Quadrature Phase Shift Keying.
DS - Distribution System.
DSM - Distributed System Medium.
DSS - Distributed System Service.
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DSSS - Direct Sequence Spread Spectrum.
EIFS - Extended Interframe Space.
ESS - Extended Service Set.
FCS - Frame Check Sequence.
FHSS - Frequency Hopping Spread Spectrum.
HEC - Header Error Check.
lESS - Independent Basic Service Set.
IFS - Interframe Space.
IR - Infrared.
LAN - Local Area Network.
MAC - Media Access Control.
MMPDU - MAC management Protocol Data Unit.
MPDU - MAC Protocol Data Unit.
MSDU - MAC Service Data Unit.
NAV - Network Allocation Vector.
OFDM- Orthogonal Frequency Division Multiplexing.
PHY - Physical.
PCF - Point Coordination Function.
PIFS - Point Coordination Function Interframe Space.
PLCP - Physical Layer Convergence Protocol.
PLW - PSDU Length Word.
PSDU - PLCP Service Data Unit.
PSF - PLCP Signaling Field.
RA - Receiver Address.
RTS - Request To Send.
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SA - Source Address.
SIFS - Short Interframe Space.
SS - Station Service.
STA - Station.
TA - Transmitter Address.
WEP - Wired Equivalent Privacy.
WLAN - Wireless Local Area Network.
WM - Wireless Medium.
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